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1
Decision/action requested

Approve the pCR below
2

Rationale

New key issue proposal for CU-UPs of disaggregated gNB.
3
Detailed proposal
*** BEGIN CHANGES ***
5.X
Key Issue #X: Security policy configurable for CU-UPs of disaggregated gNB

5.X.1
Key issue details

The architecture for separation of gNB-CU-CP and gNB-CU-UP is specified in TS 38.401[xx]. Based on this architecture, several CU-UPs deployment scenarios are studied in TR 38.823 [yy]. However, the security issues that may be raised by this architecture are not addressed in TR 38.823 [yy].

For the CU-CP and CU-UP split scenario, CU-CP and CU-UP may be located in different locations. Furthermore, multiple CU-UPs connected to the same CU-CP may be physically or logically located in different areas. This means that the security level required for these CU-UPs may vary.

In order to provide better security functions to the user plane carried by CU-UPs connected to the same CU-CP, the security policies of these CU-UPs should be configurable, e.g. keys or security algorithms.

5.X.2
Security threats

Not applicable.

5.X.3
Potential security requirements
The 5GS shall support security policy configurable for disaggregated gNB architecture.
*** END OF CHANGES ***

